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ABOUT THE AUTHOR

It all started when my supervisor called me in to her office and handed me an
install disk, or more correctly a floppy disk, of a database system and said "/
need you to learn this."

This request was not entirely random. I had dabbled with programming off and
on throughout my youth with my father's TRS-80 Color Computer. I had
worked myself up from delivering coffee and paper clips to the home lending
department of a local bank. In that department opportunities arose for me to use
my programming skills for automating mundane tasks which was motivated by
the desire to never see an IBM Selectric typewriter again.

With this experience behind me, and my supervisor's request pointing the way
to my future, I accepted the disk and eagerly began to cross that threshold into
the wonderful world of databases. As the years passed and I began to learn and
understand normalization, data modelling, data transformation, interface
development, data warehousing, backup and recovery, performance and
security, my love and passion for this new world quickly grew.

Through this nearly twenty year journey, [ have been able to create database
systems for the benefit of the banking industry, State government, and more
recently heading the Data Services group of one of the fastest growing
businesses in the United States.

The technical community was there for me in my formative years offering me
deeper explanations of concepts and sharing of ideas with peers. I consider
myself very fortunate to give back to this community for the benefit of others
who are now where [ was many years ago. Through my participation as a co-
founder of local organizations such as the Indianapolis Professional
Association for SQL Server (www.IndyPASS.org) and IndyTechFest
(www.IndyTechFest.org) my home town of Indianapolis is one of the most
active SQL Server communities in the country. In wider circles of influence I
have authored articles at DevX.com, provided snack-style instructional videos
at JumpstartTV.com and presented on sensitive data solutions at SQL
Saturday events.

You can find my latest contribution to the sensitive data dialog at my blog:
http://www.simple-talk.com/community/blogs/johnm/default.aspx
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INTRODUCTION

For as long as there has been something to communicate between two persons
there has been data. The image of a buffalo hunt inscribed upon the walls of a
cave, or a sequence of notches pressed into clay, were early attempts to store
this data for later reference. Many generations later, we utilize the data that our
ancient ancestors generated to better understand their world and ours.

Today, vast volumes of data are gathered about almost every individual and
business. It is the information that we provide when we sign up for an account
at our favorite website, send an e-mail, fill out a job application, or apply for a
mortgage. It is the information that is stored in a spreadsheet on your
employer's server. It is the purchasing habits of customers on Amazon.com or
at the neighborhood grocer, stored within their data warehouse.

Some of this data is innocuous, such as the artist's name of an album that is
purchased, while some of it is highly sensitive, such as the credit card number
that is used in the purchase. This data is stored at various locations, with a
range of different levels of security applied to it. When the level of sensitivity
is determined to be high, additional steps to secure the data are required to
ensure that its disclosure is appropriately handled.

Rules, Regulations and Responsibility

We all, sometimes unwittingly, supply sensitive data about ourselves or the
company we work for. When we participate in commerce, file documents with
government agencies or share casually in a conversation with a friend, we
disclose information about ourselves. It is our responsibility to recognize what
is appropriate for the exchange and what is not. While we like to think of our
home as our sanctuary, sensitive data is often the target of home robberies. The
storage of credit cards, tax returns and other sensitive documents in a secured
location is advised.

The consequences of mishandling sensitive data can be severe. Some industries
are regulated by privacy acts, defined by a governmental body. The fines
placed on businesses that do not comply with these regulations can be very
heavy. Even more damaging is the loss of customer confidence that results
when these breaches of security occur. Expensive legal suits are not uncommon
for businesses that have suffered a loss of sensitive data.
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Introduction

In all cases, the consequences to the subject of the data are damaging. The
laptop that contained a spreadsheet of sensitive information, stolen from an
employee's car, can easily result in the company's client becoming a victim of
identity theft. The loss of account information from a database can grant to an
otherwise unauthorized person access to the client's funds and additional
sensitive data. The resolution of the lost sensitive data can cost a lot of money,
time and resources which can have a dramatic affect on the client's quality of
life and economic stability.

The responsibility of protecting sensitive data is one of no small measure. This
responsibility is shared between the providers of sensitive data and the keepers
of this valuable asset. The Database Administrator and Security Officer are the
last line in defending the data that is entrusted to the business. The Security
Officer defines and enforces the policies that provide security from the human
element of managing data security. The Data Administrator designs the
security architecture and executes the features of the database that keep the data
in the hands of the good-guys.

Overcoming Encryptionphobia

The general topic of protecting data and the database is quite an expansive one.
A few of the tactics used in this effort include server hardening, user access
maintenance, managing data in memory, socket management, prevention of
SQL injection, development of polices that protect employees from social
engineering attempts as well as practices that protect a business from their own
personnel. While critical to the overall security effort these items are not within
the scope of this specific book.

The focus of this book is protecting sensitive data that is "at rest" and stored
within our SQL Server database. Devices and methods that protect data
externally from the database, such as firewalls, secured network connections
and user interface cryptography methods, are all important, but the overall
success of your efforts to protect sensitive data will depend upon how well you
guard the data in your databases. In order to do this, the DBA needs to employ
the encryption and obfuscation techniques that are available within SQL
Server, and that are discussed throughout this book.

I recently had a conversation regarding data security and encryption, to which
the closing statement was "encryption is just another way for data to be lost". It
is a worryingly common sentiment. In any given conversation about encryption
it is nearly certain that the question "What happens if the key is lost?" will be
asked. Of course, it is a valid concern. After all, a lost key means that the
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Introduction

encrypted data cannot be decrypted and therefore is lost. However, the fear of
the "lost key" is not a valid reason to avoid encryption altogether.

When | was a student, a recurring nightmare of mine was the forgotten locker
combination. The scenario would be that I was rushing through the halls on my
way to a very important examination; but, first there was "something" I needed
out of my locker. As I began to spin the dial on the lock of my locker I soon
realized that its combination had slipped my memory. In desperation I began
trying random numbers in the hope that I would guess the code. A stream of
students making their way into their classrooms buffeted me to a fro elevating
my anxiety. The hallway gradually cleared and the din of chatting reduced to
the clapping echo of the final student's footsteps. Thankfully, this never
happened in real life.

This is the fear of not being able to access something of value when it is
needed. It is the fear of the fragile nature of our memories, and of the inability
to recall the "special code" in a time of need. It explains why passwords are
found scribbled on a Post-it® note and stuck to the monitor screen. It is a key
reason that more advanced protection methods for sensitive data, such as
encryption, are avoided.

If encryption is implemented without careful planning and without a
maintenance strategy, it can become a hairy mess; but isn't this also true of any
aspect of data and database administration? Without regular backups and
careful attention to data integrity, a database is at a high risk of data loss,
regardless of whether or not you use encryption.

Encryption requires careful consideration of what should be protected and the
extent of its application. Granting permissions to the keys, and performing any
necessary schema modifications to accommodate the encrypted values, are also
a part of the implementation process Once encryption is implemented it
requires periodic maintenance of retiring aging encryption keys with fresh
ones. This practice ensures the continued effectiveness of the keys.

A fundamental aspect of the whole process is backing up the encryption keys
and storing them in a safe location. If these practices are followed, the DBA's
answer to the question "What happens if the key is lost?" should be exactly the
same as the answer they'd give if asked the question "What happens if data is
corrupted or lost due to a disk failure": I will restore it from backup. Failure to
do so in either case may result in a new DBA job posting.

I'm hoping, with this book to address some of the concerns and confusion
surrounding encryption, and other data protection methods. I hope to hear the
question "What happens if [ do not encrypt my sensitive data?" occur more
often in my conversations regarding data security. I hope to see the fear of the
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"lost key" displaced by fear of data loss due to unauthorized disclosure, which
will not only result in the leakage of sensitive data but also exposure to the data
being fraudulently modified. Encryption is one of the most valuable weapons
with which that battle can be won.

What this Book covers

The topics covered in this book will introduce the basic concepts of sensitive
data and offer some solutions that focus on the data itself. This includes:

¢ Defining sensitive data: Clearly understanding the characteristics that
define sensitive data is the first step in the journey toward protecting it.
This topic will cover the legal definitions of sensitive data and provide
several real-world examples of data that fit this category.

e Data classification: Born from the understanding of sensitive data is
the process of identifying the columns within the tables of our database
that contain it. It is through this process that data is classified so that
the appropriate security methods can be applied.

e Database schema considerations: The design of a database's tables,
columns and their relationship to each other is a key step in the process
of developing a database. There are many things to consider when
approaching this design; one of which is effectiveness and efficiency
of storing sensitive data.

e Encryption: Once sensitive data is identified and appropriately stored
it is ready to be protected. Cryptography is one method in which the
plain text that is submitted to the database is transformed into a series
of values that is unrecognizable to readers who do not have the key to
decrypt it.

e  Other obfuscation methods: Encryption is not the only way to hide
data from prying eyes. There are other methods that can be used when
the use of cryptography is too strong or inefficient. This topic will
explore these options as well as ways to identify when someone is
snooping around in search of unprotected data.

While the topics such as defining sensitive data and data classification can be
applied to any database platform, all database specific features presented are

within the context of Microsoft SQL Server 2005 and Microsoft SQL Server

2008.

The release of SQL Server 2005 introduced features, such as cell-level
encryption, that were focused on protecting sensitive data. SQL Server 2008
continued that trend with features such as Transparent Data Encryption, the
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ability to audit more fully data manipulation language (DML) and other
activities within the database.

It is my hope that you find this book very useful in your efforts to protect the
valuable assets that are contained within your database.

Code Download

Throughout this book are code samples that use a sample HomeLending
database for illustrative purposes. The specific details regarding the design of
the sample database can be found in the "Introducing the HomeLending
Database" section of Chapter 2.

To download the entire HomeLending database and all code samples
presented in this book, visit the following URL:

http://www.simple-talk.com/RedGateBooks/JohnMagnabosco/HLSchema.zip

Details regarding the download, creation and execution of the code samples can
be found in Appendix B of this book, as well as being documented with the
downloaded code samples.

Feedback

I have always found a book to be more valuable when discussion surrounds its
reading. It is even more beneficial when the author is available for
correspondence. If you have any questions or feedback in regard to this book or
the scripts that were provided, please contact me at
encryptionphobia@live.com.
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CHAPTER 1: UNDERSTANDING
SENSITIVE DATA

Data is a form of currency. As members of society, we provide information
about ourselves to gain access to services and goods that we desire. We collect
information about others in order to market our services and obtain verification
of identity. As Database Professionals it is our lifeblood. We labor daily to
store, backup, transfer, transform, share, report, analyze and protect data.
Ultimately, our primary concern is protection of the data's integrity, availability
and confidentiality.

In order to effectively protect our sensitive data, it is critical that we understand
the characteristics that define that data as being sensitive. In this chapter, we
will explore the characteristics that make data sensitive, present specific
examples of sensitive data and discuss some of the weapons available to the
Database Administrators that are employed to protect it.

What Makes Data Sensitive?

Subjectively, sensitive data can be defined simply as information that the
holder does not wish to share publicly. A wild array of information could fall
into this category, depending upon the motivation of the holder at any given
time. This could include the refusal to supply their phone number, birth date, or
their adoration of a not-so-popular celebrity.

Objectively, there are laws, regulations and industry standards that provide a
solid framework for defining sensitive data. A few examples of these are the
United Kingdom's Data Protection Act of 1998, Canada's Personal Information
Protection and Electronic Information Act and the United States Department of
Health and Human Services' Privacy Rule of the Health Insurance Portability
and Accountability Act.

Personal, Identifiable and Sensitive Data
The terminology used when referring to the protection of information can be

confusing. Gaining an understanding of the subtleties of these terms will
provide the clarity needed to identify the sensitivity of our data.
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1 — Understanding Sensitive Data

The three most common terms used to describe this information are:

e Personal data
e Identifiable data
e Sensitive data

Personal Data

The term 'personal data' is very broad in scope. It can apply to any data that
pertains to an individual, and does not necessarily reflect its level of sensitivity.
Examples of personal data are an individual's hair color, musical preferences,
criminal history, cell phone number, and the high school they attended.

According to the United Kingdom's Data Protection Act of 1998, personal data
is defined as:

"... data which relates to a living individual who can be identified — a) from
those data, or b) from those data and other information which is in the
possession of, or is likely to come in the possession of, the data controller.”

Depending upon the definitions that are used in the regulations, standards and
policies that are being considered, data that may otherwise be considered a low
sensitivity risk could be escalated.

Identifiable Data

Identifiable data is a more specific term than personal data. It applies
specifically to information that uniquely defines an individual. For example,
my personal data may indicate that [ am a fan of the Beatles; but there are
millions of other people who share that interest. My federal identification
number, however, is assigned only to me and through this unique number my
identity can be verified.

In a memorandum to the Executive Departments and Agencies of the United
States Federal Government, from the White House, the definition of
identifiable data is:

"... Information which can be used to distinguish or trace an individual's
identity, such as their name, social security number, biometric records, etc.
Alone, or when combined with other personal or identifying information
which is linked or linkable to a specific individual such as date and place
of birth, mother's maiden name, etc."

Data that is defined as identifiable requires an elevated effort in regard to its
protection, and the prevention of improper disclosure.
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Sensitive Data

Sensitive data is a term that includes identifiable data, but also extends to
information that may be considered private, or to have societal and economic
consequences if improperly disclosed. It is also information that could cause
harm to an organization if it is improperly disclosed. This type of data includes
political opinions, religious beliefs, mental or physical condition, criminal
record, financial status, intellectual property, organizational membership, codes
and passwords that grant access to accounts, and information of national
security.

According to the United Kingdom's Data Protection Act of 1998, Sensitive data
is defined as:

"... personal data consisting of information as to — a) the racial or ethnic
origin of the data subject, b) his political opinions, c) his religious beliefs
or other beliefs of a similar nature, d) whether he is a member of a trade
union ..., e) his physical or mental health or condition, f) his sexual life, g)
the commission or alleged commission by him of any offence, or h) any
proceedings for any offence committed or alleged to have been committed
by him, the disposal of such proceedings or the sentence of any court in
such proceeding."

In the definition provided by the Data Protection Act, it is specific to
information of an individual; but sensitive data spans beyond the scope of the
individual and includes businesses, organizations and nations. Data that is
considered sensitive will always require additional efforts to protect it and
prevent unauthorized disclosure.

Implications of Data Theft

Other motivating factors in determining data sensitivity include the propensity
of being subject to identity theft, plus consideration of individual privacy, and
of national security.

Identity Theft

Identity theft is the process of obtaining a person's identity for the purpose of
committing fraudulent activities. In 1998, the United States Congress passed
the Identity Theft and Assumption Deterrence Act, which made identity theft a
federal felony. The United States Federal Trade Commission reported that, in
the year 2007, over 1.2 billion dollars were lost as the result of identity theft
and related fraudulent activities.
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1 — Understanding Sensitive Data

The crime of stealing a person's identity can begin with the disclosure of data
as seemingly as innocent as a person's name and birth date. This information
may be all that is needed to identify one John Smith from the million other
John Smiths. With that information in hand, other identifying data could be
obtained through research, hacking and social engineering efforts. Ultimately,
the "hacker" may use this information to obtain fraudulent forms of identity
verification, such as a passport, credit card, or driver's license.

Terrorists, illegal immigrants, and criminals often deflect suspicion by
assuming the identity of unsuspecting law abiding citizens. It is through the
protection of sensitive data that the efforts of the identity thief are confounded.
The livelihood of the person that is the subject of the sensitive data is often
dependent upon the methods employed to secure sensitive data in the database.

Privacy

One of the cornerstones of a free society is the freedom of an individual to
reveal or withhold personal information in a selective manner. It is through this
selective disclosure that we protect ourselves from false accusations from other
persons or governmental entities. This Privacy also allows freedom of speech
and individual thought to prevail.

Without this protection, any action that a person takes, and every statement that
a person makes, can easily be taken out of context and used to damage their
reputation, or potentially threaten their freedom.

In October 1998 the European Commission issued the Directive on Data
Protection that restricted the sharing of personal data with countries that do not
comply with their standard for privacy protection. Later, the United States
Department of Commerce and the European Commission formed the Safe
Harbor Network to aid organizations in attaining compliance of privacy
policies.

Data that is considered private is not limited to identifiable data but also
electronic communications, documents, memos, medical histories, performance
reviews, purchasing history and other similar data that is stored in a database.
The protection, access and retention of this sensitive data are critical elements
of the Database Administrator's responsibilities.

National Security

Some of the most sensitive information concerns national security. Disclosure
of such information to the wrong people can threaten a country's stability, or
possibly even its continued existence. Military information is typically the first
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type of data that is protected on grounds of national security. Other data in this
realm may include trade agreement details, scientific discoveries that have
global consequences if disclosed improperly, and the schedules of key figures
of the government.

During World War II, the popular slogan of "Loose lips sink ships" reminded
citizens that sharing even seemingly harmless information could have dire
consequences to the troops that were fighting in the war. The information
provided in the letters sent to the troops from home could have fallen into
enemy hands and been used against the allied forces' efforts on the frontline.
What was true of wartime letters is also true for sensitive data that is stored in
databases.

If you are a DBA within the military or government, or a civilian business that
handles data from the military or government, you need to have a clear
understanding of the data handling policies that have been established by the
military or government agency in order to protect this special form of sensitive
data.

Compliance with Regulations

Federal, State and local governments establish laws and guidelines that pertain
to sensitive data. Some of these laws are industry specific, such as the United
State's Financial Privacy Act of 1978, which pertains to data that is specific to
financial records and account information of a financial institution's customers.
Others are broader in their scope, such as the United Kingdom's Data
Protection Act of 1998, which pertains to any entity that obtains, stores and
discloses sensitive data.

Compliance of laws and regulations are monitored through regulatory agencies
and audits. The consequences of non-compliance range from denial of a
benefit, to the levying of significant fines and, in some situations, prison terms.

In addition to governmental regulations are standards that are defined by
industries. These industries enforce compliance with these standards in the
provisions and to utilization of their services. Many of these laws, regulations
and standards define how sensitive data is to be stored and disclosed.

An example of such a standard is the one developed by the major credit card
companies, called the Payment Card Industry Data Security Standard (PCI
DSS). Requirement 3 of the PCI DSS designates the card holder's name, the
primary account number, expiration date, service code and the authentication
data as being sensitive data and defines how this information is to be stored and
protected. The PCI DSS specifically states that encryption, hashing or
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truncation is to be utilized for storage of the primary account number. Violation
of the standard results in significant fines and the restriction of credit card
processing.

As a DBA, an understanding of these requirements is critical to the compliance
efforts of your organization. In many cases it is only the DBA who has the
level of knowledge that is required to recognize what is involved in meeting
these specifications.

Types of Sensitive Data

The following sections provide some specific examples of data that is generally
considered sensitive by laws, regulations or industry standards.

Government Assigned Ildentification

Throughout the world, individuals and businesses are provided with various
identification numbers, by their respective governments. This data is important
to governments for validation of citizenship, work status, taxation, claiming of
benefits, general identification and licensing. The following are a few examples
of identification numbers that are assigned by governments around the world:

Driver's License Number

Passport Data

Social Security Number (USA)

Employer Identification Number (USA)
Individual Taxpayer Identification Number (USA)
Preparer Taxpayer Identification Number (USA)
Permanent Resident Alien Number (USA)

Value Added Tax Identification Number (EU)
Unique Tax Payer Reference (UK)

National Insurance Number (UK)

Company Tax Reference (UK)

General Index Reference Number (India)
Permanent Account Number (India)

Tax File Number (Australia)

All of these pieces of data are to be considered sensitive. When a given
identification number is used widely, beyond its original intended purpose, the
potential damage from unauthorized disclosure increases.
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1 — Understanding Sensitive Data

For example, consider the Social Security Number, first introduced in the
United States by President Franklin Roosevelt in 1935. Its initial intent was to
identify a tax payer who was paying the Social Security Tax. Attached to this
tax are various benefits such as retirement and disability benefits. However,
over the decades this number became much more widely used as a way for
organizations, businesses, hospitals and educational institutions to uniquely
identify a US Citizen.

Due to this extended usage, the unauthorized disclosure of the Social Security
Number opens up a Pandora’s Box of possibilities for fraudsters. The Social
Security Number is associated with credit reports, financial records, medical
history, criminal history, tax records, passports, birth certificates, public
records, voter registration, professional licenses and many other items that are
used to validate identity.

Laws have been enacted over the years at the Federal level, such as the United
States' Gramm-Leach-Bliley Act, and at the state level, such as Indiana Code §
9-24-6-2, in an effort to curtail use of the Social Security Number beyond its
intended purpose. However, there remain many legacy systems that utilize the
Social Security Number to uniquely identify a customer's record.

As a DBA, keep an eye out for the use of any government assigned
identification as the primary key, or as a unique identifier, for an individual or
business. Strongly discourage the use of sensitive data for this purpose. It is far
preferable to use a system-generated value that does not have meaning beyond
the database, such as using an auto-numbering column or a GUID (globally
unique identifier), to define the primary key for a customer.

Biometric Data

Upon and within ourselves we contain data that can be used as a form of
identity verification. This information is called biometric data. Persons who
have been severely burned are often identified through the use of dental
records. When data such as the number of teeth, their placement within the
mouth, the various types of dental work that have been performed on them, is
properly documented, it can be used to positively determine our identity.

There are many ways to categorize the different types of biometric data but, in
a nutshell, it can be lumped into two primary types: physiological and
behavioral.

Physiological biometrics is the information that pertains directly to our bodies.
These are the measurements of the tiny, and not-so tiny, features that make us
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unique in this world of over six billion people. Below are a few specific
examples:

Fingerprints

Finger or hand geometry
Facial geometry

Iris or retina patterns
Ear geometry

Dental geometry

DNA

Behavioral biometrics is the information that pertains to the uniqueness of our
physical motions. This type of biometric data is used in voice recognition
software. Banks have been using signature cards for many years to verify
whether a check or withdrawal slip is fraudulent. Below are a few specific
examples of behavioral biometrics:

Signature

Typing patterns

Voice patterns

Stride, or walking patterns.

Biometric data is permanent and, correctly or otherwise, is regarded as nearly
irrefutable evidence of a person's identity. As such, this type of data should be
considered sensitive.

The Biometric Institute in Australia has established an industry standard called
the "Biometric Institute Privacy Code" in response to the Australian Privacy
Act of 1988. This code presents guidelines for access control, protection in
storage and disposal of biometric data. As a DBA, these aspects of biometric
data demand careful attention.

Medical Data and History

Each visit to the doctor, dentist, hospital or specialist generates data about our
physical and mental condition. Also, when an invoice is generated for the
services rendered, and we make payment, there are records created that present
a historical record of our payment activity. This data is considered sensitive.

Disclosing this information to the general public presents opportunities for
denial of insurance coverage, denial of employment, denial of residence, denial
of access to public facilities and, in some cases, social scrutiny and ridicule.
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According to the United States Department of Health and Human Services'
Privacy Rule of the Health Insurance Portability and Accountability Act
(HIPAA) the data that is considered protected within this rule are:

o Information that identifies an individual.

e An individual's medical condition.

e An individual's health care history.

e Anindividual's history of payment for health care.

In the United Kingdom Act of Parliament titled the Data Protection Act of
1998 the protection of sensitive personal data includes the condition of an
individual's mental or physical health.

Access control is a critical aspect of maintaining this type of data in a database.
Many times this data is requested by researchers. For their purposes access to
aggregated data is sufficient. This aggregated data should not include
identifiable or other sensitive data.

Student Education Data

Students have a unique set of data that is considered sensitive, beyond the
standard identifiable data, such as federal tax identification number, name,
address and birth date.

In the United States, any educational agency or institution that receives Federal
Funding by the United States Department of Education is subject to the Federal
Educational Rights and Privacy Act (FERPA). This law is designed to protect
the privacy of students.

In this act, a school must seek permission from the student to disclose their
academic data to another party. This data includes:

Student's grade history.

Focus of study.

Attendance of official school events.

Personal information such as government assigned identification and
address information.

e Disability records.

In addition to FERPA, there is the Children's Online Privacy Protection Act of
1998 which is designed to prevent identifiable information about children,
under the age of thirteen, from being published on a website or an online
service, such as e-mail, message board or chat room. This information includes:
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First and last name.

Home address.

E-mail address.

Telephone number.

Social Security Number.

Identifiers used in data collection efforts.

While the Children's Online Privacy Protection Act is not specific to
educational records, many student activities include children under the age of
thirteen; therefore this regulation often coincides with FERPA.

As in many cases when dealing with data that is regulated, strict control of
access to data is vital in its protection. Careful consideration as to how this data
is disclosed, whether it be on a report or presented on a screen, is an important
role of the DBA.

Employment Records

The Human Resources department of any given business contains a myriad of
sensitive information on each of their employees. In this environment, there are
many internal policies and regulations to which one must adhere to protect this
data from those who seek its disclosure.

The United States Department of Health and Human Services' Privacy Rule of
the Health Insurance Portability and Accountability Act (HIPAA) is an
example of one of the regulations that also applies to employee data. In
addition to HIPAA, there are many other privacy regulations that affect, and
define, the sensitivity of employment data. Some are at the federal level, such
as the United State's Federal Privacy Act of 1974, and some at the state level,
such as the California Information Practices Act, as well as various internal
corporate policies that are specific to a given business.

The following are a few examples of data that is considered sensitive when
considering information regarding employees and their jobs:

Salary details and history.

Insurance benefits and beneficiary information.
Direct deposit account information.

Job description details.

Background check results.

Reference validation.

Exit interviews.
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This data should not only be controlled in its disclosure to persons both outside
and inside the company. IT Professionals that are supporting the systems of the
Human Resources Department should not have access to plain text information
regarding their fellow employees. The temptation to run a query to compare
their salaries to their co-workers is great and is an abuse of their role.

As the gatekeeper of this information, the DBA should consider obfuscation
methods, discussed later in this book, to make this data unavailable to those
who need to maintain the systems that contain this data.

Communication Data

The fourth amendment to the United States Constitution states:

"The right of the people to be secure in their persons, houses, papers, and
effects, against unreasonable searches and seizures, shall not be violated,
and no Warrants shall issue, but upon probable cause, supported by Oath
or affirmation, and particularly describing the place to be searched, and
the persons or things to be seized."

It is in support of this amendment that the Stored Communications Act (SCA)
was developed, which protects stored electronic communication data from
unauthorized access and destruction by the government, businesses or other
entities.

In 2002, The Council of the European Union passed directive 2002/58/EC
which specifically states in regard to the storage of electronic communications:

"... Measures should be taken to prevent unauthorised access to
communications in order to protect the confidentiality of communications,
including both the contents and any data related to such communications,
by means of public communications networks and publicly available
electronic communications services ... The prohibition of storage of
communications and the related traffic data by persons other than the
users or without their consent is not intended to prohibit any automatic,
intermediate and transient storage of this information in so far as this takes
place for the sole purpose of carrying out the transmission in the electronic
communications network and provided that the information is not stored
for any period longer than is necessary for the transmission and for traffic
management purposes, and that during the period of storage the
confidentiality remains guaranteed ..."

Data that is stored in a database, file system, or within an application that
consists of communications between parties, should be protected carefully.
Within these communications could reside other personal, identifiable and
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sensitive data, or dialog that could be misconstrued or used against the parties
involved in the court of law.

In some cases, as in the directive 2002/58/EC, there are some communications
that are restricted from being stored beyond their transmission. Other federal
and state regulations, such as The United States' Sarbanes-Oxley Act of 2002
(SOX), define data retention periods that must be followed; therefore, the
consideration of whether to capture or to permit the deletion and modification
of communication data is important for the DBA.

Financial Data

In the United States, the Right to Financial Privacy Act of 1978 prevents
financial institutions from disclosing financial records to government
authorities without a warrant, subpoena or customer authorization. In this law
the definition of a financial record is:

"... original of, a copy of, or information known to have been derived from,
any record held by a financial institution pertaining to a customer's
relationship with the financial institution.”

This regulation requires strict access controls on financial data, and on the
customer's personal and identifiable data. There are also aspects of this
regulation that define how disclosure of this information can be gained through
warrants, judgments and court orders.

The Gramm-Leach-Bliley Act (GLBA), which was enacted by the United
States Congress in 1999, defines various steps that are required by financial
institutions to ensure the security of their customers’ non-public data. These
steps include limitations of the use of this data, and establishing policies that
provide protection from social engineering efforts. The GLBA's definition of
non-public is:

"... personally identifiable financial information — (i) provided by a
consumer to a financial institution, (ii) resulting from any transaction with
the consumer or any service performed for the consumer, or (iii) otherwise
obtained by the financial institution ..."

Among the requirements of this regulation is the ability for a customer to opt-
out of the sharing of information with third parties that are unaffiliated with the
financial institution. Also, the development of processes to monitor and test
security measures implemented.

The Payment Card Industry Data Security Standard (PCI DSS) is not a
regulation of law, but a set of standards that have been defined by
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representatives from American Express, Discover Financial Services, Master
Card, Visa and JCB International. The businesses and organizations that accept
and transmit credit card transactions are subject to these standards.

Within these standards the following data is considered sensitive:

Card holder's name.

Expiration date.

Service code.

Primary account number (PAN).
Validation codes.

Personal identification number (PIN).

According to the PCI Data Security Standards (PCI DSS) a portion of this
sensitive data, specifically the PAN, is explicitly required to be encrypted,
hashed or truncated if stored. Other data such as the PIN, and the entirety of the
contents of the magnetic strip upon the credit card, are not permitted to be
stored beyond the duration of the transaction.

Trade Secrets

Trade secrets are an important aspect of corporate competition. It may be the
quality, or design, of a product that gives it an edge over similar products in the
market. The formula for the syrup used in Coca-Cola is a trade secret. Due to
this unique formula it has a distinct flavor which is different than Pepsi Cola or
RC Cola. Depending upon your taste preferences, it is this trade secret that may
draw you to purchase Coca-Cola over the other brands, and develops consumer
loyalty.

In the United States, there is a law called the "Uniform Trade Secrets Act"
(UTSA), designed to provide some uniformity to the definition of a trade
secret, as well as provide some guidelines around what constitutes the
misappropriation of trade secrets. This law defines a trade secret as:

"... information, including a formula, pattern, compilation, program device,
method, technique, or process, that: (i) derives independent economic
value, actual or potential, from not being generally known to, and not
being readily ascertainable by proper means by, other persons who can
obtain economic value from its disclosure or use, and (ii) is the subject of
efforts that are reasonable under the circumstances to maintain its
secrecy."

In addition to the UTSA law there is the Economic Espionage Act of 1996 that
makes the disclosure of trade secrets to unauthorized parties a federal crime:
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"... Whoever, with intent to convert a trade secret, that is related to or
included in a product that is produced for or placed in interstate or foreign
commerce, to the economic benefit of anyone other than the owner thereof,
and intending or knowing that the offense will, injure any owner of that
trade secret, knowingly -- (1) steals, or without authorization appropriates,
takes, carries away, or conceals, or by fraud, artifice, or deception obtains
such information; (2) without authorization copies, duplicates, sketches,
draws, photographs, downloads, uploads, alters, destroys, photocopies,
replicates, transmits, delivers, sends, mails, communicates, or conveys
such information; (3) receives, buys, or possesses such information,
knowing the same to have been stolen or appropriated, obtained, or
converted without authorization; ..."

Laws regarding trade secrets are often focused on the disclosure of information
rather than the storage of it; but the control of disclosure begins with protecting
the stored data. As with any sensitive data the access controls to the data are
highly critical in any protection efforts. Granting access to only those users
who need access to the sensitive data, on an as needed basis, is a good practice.
Careful consideration of how data is presented when including trade secret
information on reports or spreadsheets that are drawn from databases is also an
important aspect.

Group Dynamics of Sensitive Data

A standard wooden spoon that sits within the kitchen drawer is rather harmless
and holds no special intrigue. A two liter bottle of cola offers little more
excitement beyond its momentary burst of enthusiasm when first opened; but
when the harmless wooden spoon is dipped into the boring two liter bottle of
cola it is bedlam! A tall column of caramel liquid rushes towards the sky and
drapes its stickiness over everything within its range.

A similar effect can be achieved with data. As a single piece of data, your date
of birth is just one of the 365 days that are on everyone's calendar. However,
given added context, such as your name, the date of birth becomes data that is
highly valuable to someone who is attempting to steal your identity. From this
small start, an identity thief can discover additional information that can be
used to make their exposure of your sensitive data complete. Add your mother's
maiden name, along with place of birth, and a certified copy of a birth
certificate could be obtained which can result in the acquiring of valid
passports, driver's licenses and Social Security cards.
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The PCI DSS recognizes this dynamic when it states that the cardholder's
name, service code and expiration date are required to be protected when it is
stored in conjunction with the primary account number (PAN). Otherwise
employing protection methods for the cardholder's name, service code and
expiration date are optional for compliance with PCI DSS.

When reviewing a database for the consideration of applying protection
methods, and implementing access controls, keep this dynamic in mind.
Additional protection, abstraction and obfuscation methods may be required
even if the columns involved have been assigned a low or medium sensitivity
class. Some solutions for reducing the sensitive group dynamic might include:

e Careful consideration of the data that is being captured in the
database. For example, it is not uncommon to capture the full name of
an individual in a database. However, there may be times when the last
name, or initials, are all that are required for the purpose of the system.

e Capturing only a portion of personal data. For example, storing
only the birth year portion of a birth date. Another option might be to
capture the birth date in an obscure format such as Julian date. For
example, the date of 06/03/2009 00:00:00.000 is the Julian date of
2454985.50000.

e Applying a one-way hash to personal information such as mother's
maiden name. By doing so the value will never be readable in plain
text and yet the ability to compare an entered value remains. This will
be covered in more detail in Chapter 7 of this book.

Data at Rest and Data in Transit

Data at rest refers to data that is stored, archived or residing on backup media.
Data in transit refers to data that is traversing a network, or residing in memory.
Both states of data have their security concerns and methods of threat
mitigation.

The PCI DSS is a good example of an industry standard that presents the
requirements of securing sensitive data differently for data at rest and data in
transit. Requirement 3 of the PCI DSS focuses on data storage, access control,
and readability of sensitive data while in storage, as well as encryption key
management. These techniques are focused on data at rest. Requirement 4 of
the PCI DSS focuses on the use of security protocols, wireless networks and
encryption, which are focused on data in transit.

When considering protection methods, keep in mind that many methods that
are designed to protect data at rest are not necessarily sufficient for data in
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transit. For example, SQL Server 2008 offers a feature called Transparent Data
Encryption (TDE). This feature encrypts the physical files of a database, its
transaction logs and back up files. When data that is encrypted with TDE is
queried it is decrypted and stored in the memory cache as plain text. There are
critics of this feature who may view this as a flaw in its design; but when you
consider that the scope of this feature was to fulfill the requirements of
protecting data at rest, and not data in transit, you realize that this feature is
extremely effective, and is not intended to be the silver bullet for all data
security concerns. More details in regard to the Transparent Data Encryption
feature of SQL Server 2008 will be covered in Chapter 6 of this book.

The methods of protecting sensitive data that are presented in this book are
primarily focused on the protection of data at rest. In doing so, it is not to
suggest that the protection of sensitive data in transit is less of a concern when
managing your data security strategies. The DBA should be aware of the
threats to sensitive data in both states, when preparing solutions for those who
consume the data they manage. Typically the strategies of protecting data in
transit fall upon the shoulders of the Network Administrator who manages the
physical servers and network connections. The protection of data at rest is often
in the realm of the DBA who architects database schemas, performs backups
and manages access to the databases. Therefore, it is valuable to present
solutions to the challenges that are unique to the DBA.

Shields and Swords

It is not an exaggeration to say that we, as DBAs, are at war with data thieves.
In our possession are assets that are valuable. The hackers, phishers, rumor
mongers and identity thieves all want to possess these assets. They employ
every weapon and strategy that is available to them, including social
engineering, brute force attacks on databases, dumpster diving, burglary,
interception of mail, network sniffing, and so on, to succeed in their efforts.

Defending data is a "war", and a war cannot be won by employing only a single
weapon. As DBAs, we have many weapons and strategies available to us to
protect our sensitive data, each of which will be covered in more detail
throughout this book.

Data Classification

The beginning of data protection is the knowledge of the data that we keep. If
we are unaware that we hold sensitive data in our database we will not make
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the effort to secure it. The process of data classification is our path to
enlightenment.

Through data classification we categorize each column within our database
according to its level of sensitivity. Based upon these categories, protection
methods can be consistently applied and managed.

Schema Architecture

Strategic storage of data and the abstraction of the underlying organization of
the database provide a way to reduce the risk of full disclosure of sensitive
data. Increasing the amount of knowledge and persistence required to disclose
sensitive data outside of the established methods reduces the players involved
on the battlefield.

Normalization offers an efficient way of storing data within a relational
database. For the benefit of securing sensitive data normalization offers the
separation of sensitive data from data that is considered less sensitive. This
separation increases the level of disclosure that has to occur to make the
sensitive data useful to the data thief.

SQL Server offers a linked servers feature which presents the opportunity to
expand the benefits of normalization across multiple physical servers; thus
increasing the requirements to gain access to the sensitive data that is stored in
the separate database server.

Views and database object schemas are features of the database that offer
layers of abstraction of the underlying schema of the database which provide a
way to protect sensitive data and more effectively manage access to it.

Obfuscation

Rendering data unreadable or incomplete for the benefit of hiding its true
contents is known as obfuscation. Cryptography is also a common term used to
reference this practice.

Encryption is a popular method of obfuscation. Through this method an
algorithm is used to render the data unreadable. To return the data to its
readable format requires a key that is available to a select few individuals.

Hashing, which is also known as one-way encryption, is another weapon
available to the Database Administrator. Like encryption, this process uses an
algorithm to render the data unreadable; but once the data is encrypted it cannot

35



1 — Understanding Sensitive Data

be returned to its readable format. The disclosure of the readable value is
obtained by comparing hashed values of the data and entered value.

Truncation, masking and encoding are also methods of obfuscation that reduce
the readability of the sensitive data therefore reducing its risk and value when
disclosed. These methods of obfuscation are often the last line in the defense of
sensitive data. If there is a breach in security that allows an unauthorized
individual to gain access to the data, these methods will render that data
unusable.

Monitoring

The battle of securing sensitive data is a continuous one. The adversaries of our
security efforts are persistent. Without the effort of maintaining or improving
our protection methods they will become circumvented and our sensitive data
will be exposed. The process of monitoring the activities that occur in our
databases is a way to measure the effectiveness of our protection methods and
identify when it is time to improve them.

SQL Server 2008 offers a new auditing feature that provides a means of
monitoring a wide variety of actions that occur within the database. The
notification of specific events though the Database Mail feature provides a way
for the Database Administrator to react to occurrences as they happen.

Honeycombing a database offers a tactic of placing decoy tables within the
database schema that give the appearance of unprotected sensitive data. By
applying an audit on these decoy tables the Database Administrator can be
immediately notified of a user that is snooping around for sensitive data.

Summary

An understanding of the data that has been entrusted to your business, and the
methods available to protect it, is fundamental to the effectiveness of your
security strategy. With this understanding we can turn our attention to the
classification of the data and the mechanism in which this data is stored: the
database.
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CHAPTER 2: DATA
CLASSIFICATION AND ROLES

The systematic arrangement of items, based upon their similarity, is a natural
tendency of humans. We categorize living beings into classes, establish genres
of entertainment, define nationalities of people, specify types of food and
designate criteria of celestial objects. This practice is referred to as
classification.

The process of classification of sensitive data is that of identifying patterns and
similarities between different types of data so that we can define a common
approach to securing it. Having classified our data, we will be able to apply the
appropriate level of security to it, and communicate the policies that determine
how the data will be handled by its users.

In this chapter, using an example HomeLending database, we will:

e Define some simple "sensitivity classes" that can be used to group
columns of data according to their level of sensitivity.

e Create Database Roles through which we can control access to each
class of data.

e Assign membership of each role.

e Use SQL Server extended properties to assign a sensitivity class to
each database column.

Finally, we'll discuss how this simple classification might be extended for more
specific requirements, and how we define and allocate the data handling
policies appropriate for each class of data.

Introducing the HomeLending Database

Before we begin in earnest, it will be useful to review a few details regarding
our sample HomeLending database which will be used to illustrate the topics
in this book. This will be a simplified version of a database that might be used
by a financial institution for the purpose of managing the home equity and
mortgage loan application process. A copy of the script that will create this
database in your own instance of SQL Server can be obtained from the
following URL:

http://www.simple-talk.com/RedGateBooks/JohnMagnabosco/HLSchema.zip
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The following illustration shows the database schema for the HomeTLending
database. This schema is based upon the Uniform Residential Loan
Application, or commonly referenced as the Fannie Mae 1003 form, which is
used for loan applications in the United States.

| Borrower ‘

Borrower_Employer
8

|Borr0wer7[dentifimti0n |

‘ Borrower_Asset |«3—# Asset_Account |
Loan_Borrowers

| Borrower_Liability I@—tx{ Liability_Account |

Loan_Term | ‘Loan_Credit_Report .. Credit_Report

Figure 2-1: Sample HomeLending Schema.

The aforementioned database creation script will create tables that are not
presented in Figure 2-1. The relationships represented in this schema are
specific to the tables that are referenced in this book.

Once the database creation script is executed you can use a data generator tool,
such as Red-Gate's SQL Data Generator to populate the tables with artificial
test data.

Defining Classes of Sensitivity

Our main goal in this study, when considering data classification, is to identify
and specify the sensitivity of our data. For example, is it data that is freely and
publicly available, or for internal use only, or is it classified information that
only certain personnel should be allowed to access?

While here we will restrict ourselves to classification based on data sensitivity
only, it's worth noting that such a data classification process will often
incorporate further information regarding the management of sensitive data.
For example, data classification can be used to manage the data in respect to
data retention policies. Among the many regulations that were noted in the
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prior chapter there are some, such as the United States Department of Health
and Human Services' "Health Insurance Portability and Accountability Act
"(HIPAA), which defines how long sensitive data is to be retained in addition
to identifying its sensitivity.

Disaster recovery planning is another area in which data classification can be
useful. In the event of a disaster, the ideal situation is the total recovery of all
systems, in a very short timeframe. However, depending upon the nature of the
disaster, this is not always possible and so a prioritization of system recovery
must be defined. So, for example, the data classification system may assign the
following priorities to the various data elements in regard to the urgency of
their recovery:

e Mission-Critical — a system that must be recovered immediately.

¢ Intermediate — a system that is important, but not critical for the basic
functioning of the business.

o Low —a subsidiary system that is either disposable, such as a
temporary database use to massage data for a special report, or one
where limited data loss may be acceptable to the business requiring a
less frequent backup schedule.

Data Classification Based on Data Sensitivity

As noted, we'll base our data classification purely on the different levels of
sensitivity of the data in our sample database. When defining any data
classification system, the definitions of each class must be based upon
objective properties that are easily recognizable. The definitions of these
classes will reflect the criteria that data must meet in order to be classified to
that level. In addition, the definition should include, in general terms, examples
of the roles that should have access to data in that class. Clear criteria should be
provided that will allow the security analyst to unambiguously recognize the
class that should be assigned to an element of data. It may be tempting to
suggest methods of mitigating risk with the class descriptions, such as "all data
in this class must be encrypted", but this should be reserved for the
development of data handling policies which occurs immediately following the
creation and assignment of sensitivity classes.

A key aspect to the success of a data classification system, regardless of its
purpose, is simplicity. The creation of too many classes will result in a system
that is difficult to manage and enforce. In our sample HomeLending database,
a simplified scale of sensitivity classes, each presenting a progressive level of
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severity, will be implemented. The following are the descriptions of our sample
class definitions:

o Low Sensitivity (General Public)
Information that is publicly available through other civil sources, or
that has been specifically designated as public information by
regulation or corporate policy.

e Medium Sensitivity (Internal Disclosure Only)
Information that would cause minor damage to the organization or
subject if disclosed externally from the organization. The damage
referenced in this description includes exposure to litigation,
compromise to security of assets, reputation of organization and its
associates, elimination of competitive advantage, and violation of
regulation, industry standard or corporate policy. This damage
potential will be determined in conjunction with corporate legal
counsel. If the class is undeterminable, this is considered the default
class.

o High Sensitivity (Restricted to Specific Personnel)
Information that would cause major damage to the organization or
subject if disclosed externally from the organization. The damage
referenced in this description includes exposure to litigation,
compromise to security of assets, reputation of organization and its
associates, elimination of competitive advantage, and violation of
regulation, industry standard or corporate policy. This damage
potential will be determined in conjunction with corporate legal
counsel. This class includes information that is designated explicitly as
sensitive or identifiable through regulation, industry standard or
corporate policy.

Notice that each class clearly establishes the authorities on which the
classification is based. In this case, the classification is based on regulations
that are provided by the government, the establishment of industry standards by
associated organizations and the internal policies that are established within the
company. This provides the analyst with the resources and objectivity needed
to implement the classification.

The fact that we have defined the "Medium" sensitivity class as the default,
rather than "Low" or "High", instructs the security analyst that the disclosure of
all data should be restricted to internal personnel unless otherwise justified.

The definitions of who is permitted to view each level of sensitivity data are
intentionally broad at this stage. In the next step of the process, we start to
specify the particular groups and individuals that are granted access to this
class of data.
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Defining Roles According to Classification

In the definition of our sensitivity classes we established, in general terms,
which users have access to the data within each class. Within the database, the
enforcement of these definitions is handled through roles.

It is through roles that the administrator defines and manages permissions to
the objects, data and functionality of an installation of the database system, as
well as the databases that reside within these systems. Login accounts and users
are assigned to roles and are referenced to as "members" of the role. When
access to an object, data or functionality is assigned to or revoked from a role it
affects all members of that role.

There are two types of roles offered in SQL Server:

e Server Roles: This type of role represents a collection of logins at the
instance level.

o Database Roles: This type of role represents a collection of users at
the database level.

SQL Server offers a third type of role that is intended to manage how
applications can access databases. It is called the "Application Role". Much
like server and database roles, permissions can be granted, revoked and denied
to an application role. Unlike server and database roles, members cannot be
assigned to an application role. This provides the ability for an application to
execute under its own permissions rather than a specific user's permissions.

Access to a database through an application role is accomplished through the
passing of a password, from the client application, and the execution of the
sp_setapprole system stored procedure, which activates the role. At the
point the application role is activated, it supersedes any user accounts that are
associated to the login that was used to gain access to the SQL Server instance.

What is the difference between a user and a login account?

Logins are the means by which a connection to a SQL Server instance can
occur. A login can either be a Windows Login (e.g. MyServer/SmithB), or a
SQL Server Login (e.g. sa). Logins are defined at the instance level and do not
necessarily represent a specific user. Permissions to instance functionality,
such as creating databases, are managed through logins and the server roles of
which these logins are members.

Users are accounts that are defined within a specific database and are
associated with a login. Permissions to database objects, such as tables and
views, are managed through users, and the database roles to which these users
belong. A login name and a user name can be the same value.
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Creating Database Roles

Using the sample HomeLending database, we will create the database roles
that will allow us to manage access to data of varying sensitivity level. These
roles will have the role names of Sensitive high, Sensitive medium
and Sensitive low, which are based on our simplified sensitivity classes of
"High", "Medium" and "Low".

In order to do this, we will use the CREATE ROLE method from SQL Server
Management Studio (SSMS). The following is an example of the syntax of this
method:

CREATE ROLE [Role Name] AUTHORIZATION [Role Owner]

This method's arguments are:

e Role name: This is the textual reference to the role. This is used to
identify the role when it is in use.

e Role owner: This defines who owns the role. The owner can be
either a database user or another role.

Defining the role owner argument is optional. If the role owner is not defined,
the ownership will be assigned to the database user that created the role. It is
the Role Owner that can assign and alter membership of the role.

The script in Listing 2-1 will create the roles in our sample database, according
to our sensitivity classes. Please note that in order to successfully execute this
script your login account will need to have CREATE ROLE permissions on the
database.

USE HomeLending;
GO

CREATE ROLE Sensitive low AUTHORIZATION db owner;
GO

CREATE ROLE Sensitive medium AUTHORIZATION db_owner;
GO

CREATE ROLE Sensitive high AUTHORIZATION db_ owner;
GO

Listing 2-1: Creating the three sensitivity roles.
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Creating Logins and Users

Before we can begin assigning members to the new roles, in our sample
database, we will need to set up the appropriate server logins and database
users. In the HomeLending database will be six database users, each of which
will be authenticated to the instance through their respective SQL Server login.

Our first step is to create the SQL Server logins through the use of the CREATE
LOGIN method. The following is an example of this method's syntax:

-- Creates a SQL Server login
CREATE LOGIN [Login Name] WITH PASSWORD = [Password]

-- Creates a login from a Windows domain account
CREATE LOGIN [Domain Name\Login Name] FROM WINDOWS

There are many arguments available for this method. These arguments provide
the ability to assign a default schema, default language, default database, the
credentials used to access items externally from SQL Server, enforce password
expiration policies, and associate the Login with a certificate or asymmetric
key from the master database.

When creating a SQL Server login the minimum required arguments are:

e Login Name: The textual reference to the SQL Server login that is
used by the end-user to gain access to the instance.

e Password: The textual reference to the password that is used to
authenticate the SQL Server login.

When creating a login from a Windows domain account (used for Windows
Authentication to the instance) the minimum required arguments are:

e Domain Name\Login Name: The textual reference to the Windows
account, and the domain in which the account exists, that is used by
the end-user to gain access to the instance. Please note that the
Windows account must exist prior to the creation of the login in SQL
Server.

For simplicity, we will be creating SQL Server logins in the instance of our
sample database, with the minimum required arguments. The script in Listing
2-2 will create the six SQL Server logins for the instance of our sample
database. Please note that in order to successfully execute this script your login
account will need to have ALTER LOGIN permissions on the instance.
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USE HomeLending;

GO

-- Creates SQL Server Logins

CREATE LOGIN SMITHJW WITH PASSWORD = 'as98 (*&sssr73x';
GO

CREATE LOGIN JONESBF WITH PASSWORD = 'ghls39**#kjlds';
GO

CREATE LOGIN JOHNSONTE WITH PASSWORD = 'asdpj3$dkEUmwm';
GO

CREATE LOGIN KELLEYWB WITH PASSWORD = 'lkjd&“aslkjdlJdD';
GO

CREATE LOGIN REAGANCX WITH PASSWORD = 'HJ777jsb6S@ikijk';
GO

CREATE LOGIN WOLFBA WITH PASSWORD = 'hey4452h#552Vv';
GO

Listing 2-2: Creating six SQL Server logins.

Having created the SQL Server logins, we can create the corresponding
database users using the CREATE USER method. The following is an example
of the syntax of this method:

CREATE USER [User Name] FOR LOGIN [Login]

This method's arguments are:

e User name: This is the textual reference to the database user name.
This is used to identify the database user when it is in use.

e Login: This is the textual reference to the login that is to be associated
with the user name. If the login is not provided it will map to a login
that has the same name as the user account. If a login does not exist an
error will be returned.

Additional arguments are available to associate the database user to a
certificate or asymmetric key, which will be covered in later chapters. Also, a
default schema can be assigned to the database user. The default schema
defines the schema within the database that will be searched first for resolving
database object names. If the default schema argument is not included, as will
be the case in our example, the default "dbo" schema will be used.
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Listing 2-3 creates the database users for our sample database. Please note that
in order to successfully execute this script your login account will need to have
ALTER ANY USER permissions to the database.

USE HomeLending;
GO

-- Creates Database Users Mapped to SQL Server Logins
CREATE USER SMITHJW FOR LOGIN SMITHJW;
GO

CREATE USER JONESBF FOR LOGIN JONESBF;
GO

CREATE USER JOHNSONTE FOR LOGIN JOHNSONTE;
GO

CREATE USER KELLEYWB FOR LOGIN KELLEYWB;
GO

CREATE USER REAGANCX FOR LOGIN REAGANCX;
GO

CREATE USER WOLFBA FOR LOGIN WOLFBA;
GO

Listing 2-3: Creating the six database users, corresponding to our SQL Server
logins.

Assigning Members to Roles

Having created the roles, SQL Server logins and the database users for our
sample database, we are now ready to assign membership of each database
role. This is accomplished through the execution of the sp_addrolemember
system stored procedure. The syntax of this system stored procedure is as
follows:

sp_addrolemember [Role Name], [Member Name]

This system stored procedure's arguments are:

e Role Name: The textual reference to the database role in which
members are being added.

e Member Name: The textual reference to the database user, database
role, Windows login or Windows group that is being added to the
database role specified in the role name argument.
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To begin the assignment of members to our roles we will first want to consider
the inheritance of our sensitivity classes. All users within the

Sensitive high role are also able to access the items granted to the
Sensitive mediumand Sensitive low roles. All users within the
Sensitive mediumrole also have access to the items granted to the
Sensitive low role.

Rather than maintaining individual users in all of these roles, we can use the
script in Listing 2-4 to implement this inheritance hierarchy. Please note that in
order to successfully execute this script your login account will need to have
either membership to the do_owner server role or ALTER permissions to the
role.

USE HomeLending;
GO

-- Sensitive medium role is a member of Sensitive low
EXEC sp addrolemember 'Sensitive low', 'Sensitive medium';
GO

-- Sensitive high role is a member of Sensitive medium
EXEC sp addrolemember 'Sensitive medium', 'Sensitive high';
GO

Listing 2-4: Implementing the inheritance hierarchy in our sensitivity classes.

With this inheritance established, we can now begin to assign the database
users to the roles that define their level of access to sensitive data. For our
sample database we will assign two database users to each role, as shown in
Listing 2-5.

USE HomeLending;
GO

-— These users have been determined to have access to low
sensitive data

EXEC sp addrolemember 'Sensitive low', 'SMITHJW';

GO

EXEC sp_addrolemember 'Sensitive low', 'JONESBE';
GO

-— These users have been determined to have access to meduim
sensitive data

EXEC sp_addrolemember 'Sensitive medium', 'JOHNSONTE';
GO
EXEC sp_addrolemember 'Sensitive medium', 'KELLEYWB';
GO
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-— These users have been determined to have access to highly
sensitive data

EXEC sp_ addrolemember 'Sensitive_high', 'REAGANCX' ;
GO

EXEC sp_addrolemember 'Sensitive high', 'WOLFBA';
GO

Listing 2-5: Assigning members to the database roles.

Assigning Permissions to Roles

Permissions are used to define who can access specific objects within the
database, and the data they contain. Without permissions to a database object,
such as a table, view or stored procedure, an end user will not know that the
object exists. Permissions can also define how a user interacts with the
database object.

There are many defined permissions that allow the security administrator to
exert fine-grained control over the objects that a given user or role can access,
modify, or execute, and the data that they present. Broadly, we could split these
into the following categories:

e Permissions to allow access to an object and the data it contains.
This is also called DML (Data Manipulation Language). For example,
granting permissions to execute a stored procedure or user defined
function, select data from a table or view, and insert, update and delete
data in a table.

¢ Permissions to allow management and control of an object and its
properties. This is also called DDL (Data Definition Language). For
example, granting permission to create a new object, modify it, or
manage permissions of other users or roles to access the object.

While controlling the permissions to all database objects is important for the
overall security of the database, our focus is in the protection of sensitive data
and so we will be presenting specifically the ANSI-92 permissions that allow
control over access to database objects and the data therein.

The ANSI 92 Permissions

The following is a list of permissions that are commonly referred to as ANSI-
92 permissions:
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SELECT permissions — when granted, allows the user to execute the
SELECT queries against a table, view or table-valued user defined
function. The SELECT query retrieves rows of data.

INSERT permissions — when granted, allows the user to execute
INSERT statements against a table, view or table-valued user defined
function in order to add rows of data.

UPDATE permissions — when granted, allows the user to execute
UPDATE statements against a table, view or table-valued user defined
function in order to change values contained within existing columns
of data.

DELETE permissions — when granted, allows the user to execute
DELETE statements against a table, view or table-valued user defined
function in order to remove rows of data.

EXECUTE permissions — when granted, allows the user to execute a
stored procedure or scalar-valued user defined function. If the database
objects that are contained within the stored procedure have the
identical owner as the stored procedure, the explicit granting of
permissions to these underlying database objects are not required. This
is known as ownership chaining.

REFERENCES permissions — when granted, allows the user to create a
foreign key constraint to a table, view or table-valued user defined
function.

ALL permissions — when granted, this provides all of the ANSI-92
permissions that are applicable for the given database object. For
example, when ALL is granted to a stored procedure only EXECUTE is
granted; but when applied to a table DELETE, INSERT, REFERENCES,
SELECT and UPDATE are granted.

These permissions can be granted to database users, database roles and server
roles by using the GRANT statement in SQL Server Management Studio. The
following is an example of the syntax of this statement:

GRANT

[Permissions] ON [Object] TO [Security Account]

This statement's arguments are:

Permissions: The actions the security account can perform. The
options for tables, table-valued user defined functions or views are:
SELECT INSERT, UPDATE, DELETE and REFERENCES. The OptiOl’lS
for scalar-valued user defined functions are: EXECUTE and
REFERENCES. The only option for a stored procedure is EXECUTE.
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Alternatively, ALL can be used on any database object to grant the
applicable permissions.

e Object: The database object to which the permissions are granted.
The database objects that can be referenced here are: tables, columns,
user defined functions, views, and stored procedures.

e Security Account: The reference to the principal that is being
granted permissions. The principal can be a Windows Domain Login,
Windows Local Login, SQL Server Login, Database User, Database
Role or Application Role.

If the implementation of permissions only applies to specific columns within a
table or view, a comma separated list of columns must be provided with the
object argument. An example of the syntax when assigning permissions to
specific columns is as follows:

GRANT [Privileges]
ON [Table/View] ([Column], [Column], [Column]..)
TO [Security Account]

An alternative strategy to assigning permissions on a column-by-column basis
is to create a view that contains only the columns that a given user or role is
permitted to see, and then to assign permissions to the view, rather than the
underlying table. This strategy is covered in detail in Chapter 3.

Occasionally, it may be that while a certain user has been made a member of a
role it is deemed that this particular user has no need for a certain privilege that
the role has been granted. In cases such as this, the use of the DENY statement
in SQL Server Management Studio for this specific user will supersede the
permissions defined in their Database Role. The following is an example of the
syntax of this statement:

DENY [Privileges] ON [Object] TO [Security Account]

There may be times when the applied permissions, whether they are granted or
denied, must be removed. This is addressed by using the REVOKE statement in
SQL Server Management Studio. The following is an example of the syntax of
this method:

REVOKE [Privileges] ON [Object] FROM [Security Account]
In the following chapters there are many examples of the use of GRANT and

DENY for the database users for various database objects in the HomeLending
database.
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Data Definition Permissions

In addition to the ANSI-92 permissions there are privileges that can be granted
that extend the user's functionality within the database schema. A few
examples of these privileges are as follows:

e Create new objects (CREATE permissions).
e Modify existing objects (ALTER permissions).
e Take ownership of existing objects and maintain permissions to
objects. (TAKE OWNERSHIP and CONTROL permissions).
e View the definitions of the database objects (VIEW DEFINITION
permissions).
Listing 2-6 shows an example granting the permissions to the
Sensitive high database role to CREATE tables and VIEW DEFINITION
of objects in the HomeLending database.

USE HomeLending;
GO

GRANT CREATE TABLE, VIEW DEFINITION TO Sensitive_high;
GO

Listing 2-6: Granting CREATE TABLE and VIEW DEFINITION permissions to
the Sensitive high database role.

These permissions are granted, denied or revoked in the same manner as
described for the ANSI-92 permissions.

Evaluating Data for Classification

It is at this step in the process that our understanding of our sensitive data
converges with the definition of the sensitivity classes that were defined earlier
in this chapter. We are ready to evaluate the data elements in our database and
begin assigning them to our sensitivity classes.

The first step is to obtain documentation of all of the fields that are within the
database. If captured in a spreadsheet, this overview of each field can provide a
convenient way to manage the evaluation and documentation process.

Manually opening each table in SQL Server Management Studio and recording
the column information is a mind-numbing, and thankfully unnecessary,
experience. There are many excellent third-party tools that can provide
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Appendix B — The HomeLending database

You can download a trial of Red Gate’s SQL Data Generator at:
http://www.red-gate.com/products/SQL_Data Generator/index.htm

Executing Subsequent Scripts

As you progress through this book there will be sample code provided that can
be used on the HomeLending database. Simply perform the following to
execute these scripts:

e  Open the desired script file in SSMS.
o Execute the desired portion of the script.

There are some scripts that reference a physical location through a drive and
folder specification. Please modify these according to your environment prior
to execution.
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